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1 Introduction

The Claroline ldap module provides a way to connect & communicate with ldap servers. User authentication can happen through these servers, and some information about the users can be found there as well. Users who log in with their “ldap login and password” are automatically added to the Claroline database, with their email, first and last name, and statute (student or teacher).
For security reasons the password is never stored in the Claroline database, it is checked against the ldap server every time the user logs in. Instead of the real password, a placeholder password is stored in the Claroline database. It should never be allowed to log in with this password (this check is done in the code). For extra security, you should sent the passwords from the user to the server using a secure line (https, this is a feature of the server, not of Claroline).
A script is provided to keep the user info in the Claroline database up to date with the (authoritative) ldap information.
This package does not destroy the normal user accounts, they can be used just like before. It is perfectly possible to mix normal users and “ldap -users”. The ldap module sits alongside the rest of Claroline.
If a user who has an ldap account logs in the first time, his or her information is added to the Claroline database and a message is displayed, after which the user is transferred to the normal Claroline registration procedure (inscription_second.php).
This module is usable, but not perfect: there are still many things that could be added: admin section, installation, changing of profile, student management… some of these will be added by the University of Ghent. 
Notes
1) The module is still in beta / testing fase!
2) The real ldap password is never stored, instead we store a placeholder password. It must never be allowed to login using this password! (this check has been built in). Also, sending the password by email as the standard Claroline distribution does, will cause confusion, because it won’t be the real password.
3) Most of the code comes from people of the University of Ghent. Some of it is code by programmers of the Université Jean Monet, whom we are very grateful.

2 What is necessary for adding LDAP to Claroline?

(Based on Claroline 1.4 bèta2) To use LDAP you have to make several modifications to the code. However, in the future it it possible that the standard Claroline distribution will automatically include LDAP.
New folder with scripts

A Claroline/connect folder. This contains code concerning LDAP connections.

· Authldap.php contains e.g. loginWithLdap($login, $password), findUserInfoInLdap ($login), putUserInfoInClaroline ($login, $infoArray)
· LdapUserUpdate.php is a script that updates the Claroline database (It checks all users who have an ldap account, and updates when necessary).
Changes to config.inc.php and config.inc.php.dist
Adding the variables
$usesLDAP                                               =       FALSE; //set this to true to use LDAP

$usesCurriculum                                 =       FALSE; //not supported yet
$ldaphost = "server.com";  // your ldap servers

$ldapport = 888;                 // your ldap server's port number
Changes to claro_init_local.inc.php
All functions are now in the connect folder. The only changes are
· Adding an include
/* >>>>>>>>>>>>>>>>>>>>>>>>> LDAP <<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<< */


include_once("$includePath/../connect/authldap.php");

/* >>>>>>>>>>>>>>>> end of LDAP routines <<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<< */

· Adding three very short sections to the actual login-code, these sections are only executed if the global  $usesLDAP seting is true.

3 Possible problems

The script asks the ldap server for several fields, but these fields are likely to differ in name, for example the email field will usually be called email, but the name could be called name, lastname, preferredname… every organisation has to check these names and possibly change them.

While using ldap, mailing passwords to the user is not a good idea. Ldap users will get a meaningless password “placeholder” with which they cannot login anyway.
4 Bugs

· The code of the University of Ghent and the Université Jean-Monet isn’t perfectly merged yet – there is some duplication.

· (busy…) The code still needs internationalization. There isn’t much output, but the few messages there are, are in English.
· Email: do not send password information!
· (fixed 7/05/2003) The password PLACEHOLDER is no longer allowed.
· At the UGent, a UGent logo is displayed when logging in first time. This is not universal…
Discussion

the four variables added to config.inc.php could be added to the connect/ldap_var.inc instead.

5 Using LDAP

· Install the changed scripts or download the Claroline distribution with LDAP included (not provided yet)

· Change the variables in connect/ldap_var.inc and include/config.inc.php to match the ldap server settings of your organisation. Don’t forget to set the $usesLDAP variables in the config.inc.php to true! 
· In connect/auth_ldap.php we ask certain fields from the ldap, but the names of these fields may be different for every server, so this might cost some time to adapt.
· Also, in auth/inscription_second.php, the format of the email sent to the users must be changed. Do not send them their passwords, they will be wrong.
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